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Overview 


Many Disney applications and technologies allow Disney Partners to have multiple accounts 
and logins across many Disney apps. MyID is different, in that it is a single sign-on 
application. The end-goal of MyID is to help improve security, vendor independence with self- 
servicing, and convenience through having all Disney apps eventually authenticate with a single 
username and password. 


Disney Sponsor 


Your Disney Sponsor is the owner of your MyID account. They are generally full-time Disney 
Managers (or above) and are the exclusive person that can take Administrative actions on your 
MyID account. 


If your Disney Sponsor has not created an account for you yet and is new to the process, have 
them visit this link. 


If you are unable to log in or reset your password, your Disney sponsor should ensure the 
following things: 

e That your MyID contract end date should be set to a date in the future 

e That you do not have an “Inactive” state on your MyID profile 


o If you do, please reset your password 


Unsuccessful Login Scenarios: 


There are several edge cases where MyID registration/recovery/access can be unsuccessful. 
This usually is related to multiple accounts being linked together. Here are some scenarios and 
error messages you may encounter: 


I'm Getting Redirected to MyID.Disney.com 
This generally means that you need to reset your password. 


If when you log into an application that has a MyID screen and you get redirected to 
myid.disney.com, use the Forgot My Password Workflow. 
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Self Service 


Introducing MyID 
Simplify your login experience! 
MylD connects you with The Company like never before, allowing you to use your company-provided email address or 


company-designated ID as a single login username to gain access to all TWDC devices, applications and websites. No more 
trying to remember multiple passwords and usernames. Embrace a new login experience with MyID! 


COMPUTER SYSTEM TERMS OF USE 

This system is only for authorized use. Using this system means all of your activity and communications on it, including electronic mail and Internet use, may be monitored, 
recorded and disclosed subject to applicable law and the Company computer usage and security policy. The use of passwords does not constitute any promise of 
confidentiality regarding any such activity or communication created, accessed or stored on this system. By using this system, you are expressly consenting to these Terms of 
Use. Any unauthorized or inappropriate use of this system by an employee may subject the employee to disciplinary action up to and including termination. Any unauthorized 
or inappropriate use of this system by a non-employee (Company's customers, suppliers or other third parties) may result in termination of access to this system and may 
subject the non-employee to other legal action by the Company. 


If you do not remember your security questions, reach out to your sponsor to have them re- 
register you. 


Oops! Something Went Wrong! 


This means that there is something wrong behind the scenes with user profile data. 
Unfortunately, no administrative action can fix this, so the MyID technical team needs to be 
involved. Immediately have your sponsor raise a ticket to the MyID team with details of the 
steps you were performing to produce this error. 


“Invalid Credentials” Error Message 
Reset your password at MyID Self Service here 


If you have already done that and still receive this message, this usually mean that you have 
multiple accounts linked in your MyID profile. 


Specifically, you probably have another account at Disney somewhere that uses a legacy 
authentication method, which is considered your Primary MyID account for the moment. Try 
entering your credentials for the other Disney app that you have access to that does not have a 
MyID login screen. Those credentials should work on the MyID screen as well. 
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Essentially what happened is MyID linked your new “Sponsor Created Self-Serviceable 
account” with your old legacy credentials and those took precedence because they were older. 


This means, for users who have passwords from their legacy account, they will need their 
passwords reset in the legacy method, usually by the original application's support team. 


If you would like your password reset to be self-serviceable through the MyID screen, ask your 
sponsor to raise a ticket to the MyID team to set your 3rd Party Account as your Primary 
account. Then your password resets at myid.disney.com/services will work on MyID screens. 
Please note, however, that it may not work for the legacy application. 


| can't reach MylD page to register my account 


When you receive an activation email and the link provided in the email is unreachable, your 
firewall may be blocking the connection. With this problem you will see your web browser try to 
load MyID for up to a minute before timing out. 


© The connection has timed out 


If this happens have your IT department open the following ports: 


myid.disney.com - 153.6.148.168 - TCP:80,443,9031 
efs.disney.com - 153.6.148.157 - TCP:80,443,9031 
And must allow redirects. 


| did not receive my registration email 


First check your spam/trash boxes. If it is not there, it may have been blocked by a company 
firewall. Some Vendor firewalls prevent receiving MyID registration emails. When your Disney 
Sponsor triggered your registration they received a copy of the mail. Have them forward you 
their copy to complete MyID registration. 


“This feature is not available in your area...” 


Currently this is only affecting 2-Factor Authentication enrollment for MyID accounts. Most 
applications do not need this enrollment. 


The Forgot My Password feature was disabled for a brief time but has been reenabled. If you 
are forwarded to this screen after logging in, it means you need to reset your password. Use the 
“Forgot My Password” link and try logging in again after setting a new password. 


“The information you've provided could not be verified” 


If you: 
1) Are sure you have a MyID account 
2) Have an active contract end date 
3) Are getting the below error message when trying to reset your MyID account password 


1) Make sure you are entering the proper information, Email + Last Name. 

2) Double check with your sponsor the spelling of your last name. 

3) If you still have the issue and you need immediate/urgent access, have your sponsor re- 
register you, then you can set a password at the end of the registration workflow. 

4) Ifitis not urgent have your sponsor raise a ticket to the MyID team with an explanation 
of the steps you took and request that they fix the data issue preventing you from 
resetting your password. 


MyI> Password Reset 


Confirm Identity Create Password Done 


The information you provided could not be verified, Please try again! 


Help Us Identify You 


Email or Company 
Assigned ID 


Last Name 


Don't Know Your Company Assigned 1D? 


Cancel Need Help? 


MyID blue error screen, “Sign Out. Please try again....” 


MyI® 
Sign Out 


Please try again. 


If you land on this screen, you are using a bad MyID URL to get to your application. Correct 
your bookmark to the correct application URL. You are navigating to a dead MyID 
autogenerated login link that expires. 


For example, if you are going to httos://wonderland.studio.disney.com your bookmark may look 
like 


https://myid.disney.com/services/login?resume=/idp/GKu2C/resumeSAML20/idp/SSO.ping&spe 
ntity=wonderland-prod&ForceAuthn=true 


This is not correct and you need to navigate to wonderland.studio.disney.com. 


Multi-Factor Authentication: 
Most Disney applications do not require 2-factor authentication. During your MyID enrollment 


you should have an option to skip that step. 


Studio Applications Requiring 2FA For 3rd Party Users: 
- WMLS 


Resetting Your Password: 
You can use the 2nd Link at the MyID Self-Service page or go directly here. 


MyI® Password Reset 


Help Us Identify You 


If your username and last name are not accepted, follow this procedure: 
1) Check with your sponsor. Request they visit their management console to see the if the 
following are true: 
a) You contract end date has not passed (they will need to extend if it has passed) 
b) The spelling of your last name is correct 
2) If you still are getting error messages on the “Forgot My Password” workflow, get your 
sponsor involved with making a MyID ticket 
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Frequently Asked Questions: 


Does my account go inactive if | don’t log in? 
Yes, after 30 days. 


How often do | have to reset my password? 
Every 90 days. 


What if | don’t remember my security questions? 


Request to your sponsor to re-register you. 


Who is my Disney sponsor? 
Their name should be on the email you used to first create your MyID account. 
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